KP-2BS

Access Controller

The KP-2BS access controller is the base link
of the access control subsystem within the
ULISSES Integrated Security System. When
combined with the IPS network security sys-
tem concentrator, this controller enables
building a reliable and secure system for ma-
naging the security of distributed facilities,
creating the PALLADION global Security Ma-
nagement System.

Depending on configuration, the KP-2BS con-
troller provides complete support for a single
passage (with both single, and double leaf
door), or one-way support for two indepen-
dent passages. This controller supports typi-
cal elements of passage control and security,
such as access control readers, electroma-
gnetic door lock, electric strike, door opening
buttons and door open sensors. Operation
with a wide range of Wiegand standard re-
aders, like code keyboards, proximity card
readers (including those compliant with the
commonly used UNIQUE and MIFARE stan-
dards), and biometric readers, allows the
access control system installed to be easily
adapted to the user's requirements for se-
curity level, convenience of use, functionality
and aesthetics.

The KP-2BS access controller is a program-
mable device. Its mode of operation depends
on the configuration defined. The list of ava-
ilable functions includes:

+ one-way control of two passages;

+ two-way control of one passage;

- lock passage control;

- control of special passages, where door
opening occurs after proper identification
of two users or with a defined delay;

- controlling the Intrusion and hold-up sys-
tem;

- signalling entry under duress;

+ time and attendance system terminal (i.e.
work time recording).

Other operating parameters of a passage, such as bolt release duration, allowa-
ble time of door opening, time zone, holidays and non-working days calendar,
etc. are defined similarly. The configuration of a passage can thus be easily ada-
pted to individual needs of the system and the preferences of the user.

In the access control system built with the KP-2BS controllers, every user can
be identified based on his/her individual PIN code of length up to 8 digits, card
number (or a biometric characteristics), or both identifiers simultaneously. Ty-
pically, the KP-2BS controller stores locally a local database of active cards and
PIN codes of users, with their corresponding access rights. This database is up-
dated by the ULISSES/PALLADION system server on a regular basis and is used
for both accelerating the response of the system to card engagement or PIN
code entry by a user, as well as for securing proper operation of the system in
the event of a failure of the central unit, or a network outage. In such case, the
decision for releasing the solenoid bolt is based on the last copy of the data-
base. As a standard, the capacity of the database amounts to 4,096 users. This
local database can also be fed from an external computer, without connecting
the KP-2BS controller to the ULISSES/PALLADION system. In such situation, the
passage operates in stand-alone mode.
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Installation, configuration and management of the KP-2BS controllers operating in stand-alone mode is supported by the KPView
service program. It allows for configuring the passage (available types include: one-way passage, two-way passage, mantrap-type
passage, special passage with coincidence, passage with the work time recording function), testing the RS485 link parameters, re-
ading current states of inputs and outputs of the controller, programming the user database, defining time zones, as well as reading
event history.

Basic technical specifications

Basic teChnical SPECITICAtIONS ..o 0/1/2/3 (depending on configuration)
ACCESS ClASS (ACC. TO PN-EN S0 33T oottt ettt ettt ettt ettt ettt ettt st B
USEI ITIEIMOIY .ttt 8 et 1 et E bbbttt 4,096 records
EVEINT MNBIMIOIY i1k h 8ttt 32,767 records
THMIE ZOMBS..ooeiei e 32 weekly zones with an additional holiday

Memory retention period in the event of a complete power outage:

U EY<T 0 01T ] OSSOSO 10 years
LY LU0 A T<T T OSSOSO 10 years
REAI TIME CIOCK 1.ttt s s34ttt 3 years
Inputs:
FEATEIS et 2 Wiegand 26/31/37 or RS-485 readers
UNIVETSAl TWO-STATE INMPUES ..ot 8 NC/NO inputs
UNIVETSAl PArAMIETIIC IMPUES .ot 2 NC/NO inputs
UNIVErsal INPUE/OULPUL POTES ..o 4 programmable ports as NC/NO inputs
reader LaMPEIING INMPUES 1 ... s st 2 NC/NO inputs
Outputs:
solenoid bolt NO. 1, SOIENOIA DOIE NMO. 2 oo SNC/NO relay contacts 5 A max / 30 V. max
UNiversal INPUL/OULPUL POITS .t 4 ports programmable as outputs, OC/100 mA max
RS-485 SEIIAI IMEEITACE ...ttt 9600 bit/s, 8N1
SEITAl INTEITACE fOI TEAAEIS .ot RS-485
Protection a8aiNST LAMPEIINE .. .ottt ettt ettt ettt sttt enclosure open sensor
POWET SUDPIY i +10.5 V.. +145V,
Current consumption (controller without readers):
SOIENOIA DOIT FRIAYS OFF ... 75mA @1 2,0\/DC
SOIENOIA DOIT TEIAYS 0N .o 150mA @1 Z,OvDC
OPErating TEMPETATUINE TANEE ...evuiriuieiieiett ettt ettt tee bttt ee et eh et et eh bt h et 21t h et e ettt eh bbbttt ettt 0°C...+45°C
Controller MOAUIE AIMENSIONS ...t 145mm x 95mm

" dedicated inputs available in KP-2BS v.1.2 in the RJ-45 connector sockets of readers
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